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1. Introduction

1.1 This paper presents the newly compiled Risk Register for Data Sharing between
NHS and DGC as key operating bodies of the IJB. The paper is the first attempt
and will mature as the level of Data Sharing increase over time.

2. Recommendations

2.1 The IIB Audit and Risk Committee is asked to:

e To note the risks identified and to sign off the listed risks as acceptable
in terms of Management approach at this early stage of the initiative.

3. Background and Main Report

3.1 A Data Sharing Board has been created to oversee the recommendations asked by
the DGC Scrutiny Committee to improve the level of sharing data across the
Partnership.

3.2 The work to date has been slow and is now picking up hence the need for a suitably
detailed Risk Register to be created.

3.3 The risks cover Technical, Management, Information Governance and General
Recommendations made by the Scrutiny Committee.

4. Legal and Risk Implications

4.1 The ISP is key to specifying how the sharing of data is allowed (or not) between the
two Organisations. The normal compliance with the Data Protection Act and other
Legal good practice guidance has been made to allow initial levels of data to be
shared. There are risks to both Organisations in working together on this joint
programme to uphold our responsibilities within the remit of Information
Governance.

5. Consultation

5.1 All members of the Data Sharing Board are being consulted on this Risk Register
and associated processes..

6. Glossary

EQIA | Equalities Impact Assessment
1JB Integration Joint Board




Appendix 1

SERVICE DELIVERY RISKS
Feb-20 = 1ast accezzedilpdated

Current
Risk Description of risk Required by? Likelihood Likelihood scof Impact Impact scd Current Risk|[Risk [Risk Strategy Risk Owner Mo [Comments
1 MANAGEMEMNT: The Data Sharing Steering MiA | Possibly Oocur 3| Major 4| High Plitigate ONGEC, MHS Lead 1 Meet every 2 months
Group does nok function effectively and Officers 2 Weekly report on Progress now asked by COO0
progress does not meet expectations. 3
4
[
[
2 DGC Scruting Committee DOlec-13 | Almost certain b Moderate 3[High Plitigate ONGEC, MHS Lead 1| Delays in matching data being addressed
Recommendation 1 is not met: Officers 2 | Delays in secure File transker Facility being addressed.
Electronic information data sharing systems 3 [ Delays in extract File being addressed
should be enabled to share basic information by Femote access to Mosaic enabled For identified MHS users and has been
the end of 2013, 4 | For some time
[
[
3 DGC Scruting Committee H-Oec-13] Almost certain b Moderate 3| High Manage OGC, MHS Lead Thiz is being managed through changes with the ISP which changes to
Recommendation 2 is not met: Oumfries Clfficers 1] reflect modifications to the data items being agreed to be shared.
and Galloway Council should ensure the Fd
reporting and monitoring of the transition E]
phase, which will include staff from the Council 4
and MHE Dumfries and Galloway sharing [
increased amounts of informeation through a [
4 DGC Scruting Committee H-Oec-13| Possibly Occur 3| Minor 2| Medium 6 Manage OGC, MHS Lead I there a benefits defintion or realisation framework. agreed by the
Recommendation 3 is not met: Consider Clfficers 1| practitoners?
the scope For improving data sharing Further Thiz is an extensive piece of work which will needs to follow on from the
across all sectors beyond 2019 as confidence implementation of sharing arrmagements across the two statubany agencies;
and initial benefits are realised. 2| arealistic timeframe needs to be consdiered For this to have full
E]
4
[
[
H DGC Scruting Committee 31-Mlar-20| Femote Possiblility 2[ Minor 2| Medium 4 Mitigate DGC, WHE Lead Social Work issued laptops, iphones and hawve offline form capability and
Recommendation 4 is not met: Tomake Cifficers 1| remote netowrk, access available already.
Full use of mobile technologies For practitioners 2 | Discussions with Serveleci T atallobile re integrated mobile solution
inthe field to aceess and update data for clients 3| Online Mosaic portal will enable citizen self service - target go-live July 2020
4 | MHES staff already have MORSE to record remtely directly inko the
[
[
6 DGC Scruting Committee 31-Dec-21| Possibly Occur 3 Moderate 3| Medium g IManage OGE, MHS Lead 1| Mot discussed yet!
Recommendation 5 is not met: Develop Cifficers Fi
asingle consent process for clients, including a 3
review and update process for additional 4
permissions and changes to circumstances. [
[
7 DGC Scruting Committee 31-Dec-21| Possibly Occur 3 Moderate 3| Medium g Tolerate DGC, WHE Lead Dynamic scheduling solution being procured within Council which could be
Recommendation & is not met: Through Cifficers 1| exipanded For use in HSCI
improwed data sharing, matimise the 2 | Mot really discussed in detail yet,
opportunity to schedule work across the 3
Council and MHS Dumfries and Galloway in the 4
most efficient and effective way to benefit the [
user. [




Appendix 1 Con’d

SERVICE DELIVERY RISKS
Feh-20 - last aeceszediUpdated

Current
Risk Description of risk Required by? Likelihood Likelihood scolf Impact Impact scd Current Risk[Risk [Risk Strateqgy Risk Owner  |No [Comments

i INFORMATION GO¥ERNANCE: The 21-Dec-13| Possibly Decur 3| Major 4| High Manage DGC Legal Dept.|  1[I5F has now been updated and signed.
Information Governance using the ISP cannot MHS CLO 2
be agreed between the NHS and DGC and 3
therefore does not allow Users to Use the 4
develaped salution, 5

[
9 MANAGEMENT: The FORTAL is not used H-Oec-13 | Possibly Oecur 3 Moderate 3 Medium g Manage H Collingtan Reports on access bo the PORTAL are provided to Senior Ops Manager
by the uzer community in NHSOGC, 1] and demonstrate improving picture
Frezenting Health information within Mosaic will reduce complesity for
2 | Social work
E]
4
[
[

10 TECHNICAL: Fatient matching not effective AcaP [ Possibly Occur 3| Moderate 3| Mledium g Manage DGEC + NHS 1] =till ba get process in place, Heassess when testing
due ta Demagraphic Discrepancies. Incarrect | 2
inaccurate information shared or disclosed. E]

4
[
[

n MANAGEMENT: Information not shared A | Possibly Qecur 3| Major 4[High Manage DGEE + NHES 1| Meeds to be planned 2o it doesn't happen
within appropriate timescales. Information not 2| CO0s are receiving weekly reports to monitor progress.
available when decizions are made by 3
MHS/DEC teams. 4

[
[

12 INFORMATIDON GO¥YERMNAMNCE: The M2 | Possibly Oecur 3| Moderate 3| Mledium Manage DGECE Legal Dept. 1] Agreement inin place based on initial clinical wiew of what is needed
implementation of, ar the actual Information MHS CLO 2| This will change when it is actually used
Sharing Agreement, iz incormect, Fesulting in 3
either too much information being shared than 4
iz appropriate, or not enough information o 5

ositively affect the care offered. This must be [

12 FNFEIF!MATIDN GOYERMNAMNCE: The rA | will probably occur 4| Moderate 3| High Manage DOGEE + MHS 1| This has not been fully agreed at present
Chronalogy of Significant Events stays Meed specyification from the Service uzers, and ¢larity from the Public
independently managed across organisations 2 | Protection Committees.
=0 key information may be mizsed. 3

4
[
[

14 TECHNICAL: Orion FORTAL are unable to Jul-20{ Possibly Oecur 3| Moderate 3| Mledium Manage General 1| To be planned o this iz addressed in parallel ko the availability of the FOZAIC

present Mosaic Information within the Partal. 9 Manager ICT - 2
MNHE E]

4

[

[

15 MANAGEMENT: Funding availablity is not Ongaing [ Passibly Oecur 3| Major 4| Mledium g Manage Cods 1| To be planned o this iz addressed in parallel ko the availability of the FOZAIC
irliree with the requirements of the 2 | Pravide ahead of required requirements a prapasal ke CO0s,
requirements Changes made by the Service. 3

4
[
[




